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Distinguished paper award conferred to another paper on software fuzzing

The paper "An Empirical Study of Fuzz Harness Degradation" which
includes contributions w.r.t. to the statistical analysis of software fuzzing
specific data from Nicolai Bissantz, who is part of the statistics section of the
department of mathematics, has been given an ACM SIGSOFT
Distinguished Paper Award at the ACM International Conference on the
Foundations of Software Engineering (FSE) (Montreal, 2020, July 5th-gth).

Fuzzing is a widely used technique to automatically test software for potential
errors. To this end, so-called fuzz harnesses are used, which are small
programs that connect the fuzzer to the project’s code under consideration in
the test. However, as time proceeds, these fuzzers may not be sufficiently
maintained and degrade in terms of code coverage and bug-finding
effectiveness.
The paper focuses on the largest continuous fuzzing platform (OSS-Fuzz)
and evulates the quality of harnesses over time. The analysis shows that,
overall, harnesses only show a small reduction in coverage and retain
surprisingly well capable of uncovering bugs over a long time.
However, we also identify cases of harnesses degradation and analyze the
reasons in these cases.
We provide a new metrics to automatically detect harness degradation for
OSS-Fuzz and Fuzz Introspector, which is a companion project, to
investigate fuzzer performance and allow for an improved monitoring of
tuzzing quality in projects in evolution.

The full reference of the paper is
Gorz, P., Schilling, J., Bissantz, N. and Holz, T. "An Empirical Study of Fuzz
Harness Degradation”, ACM International Conference on the Foundations of
Software Engineering (FSE), 2026. Joshua Schilling ist at the CISPA
Helmholtz Center for Information Security, Saarbriicken, Germany,
Thorsten Holz at the MPI-SP, Bochum, Germany and Philipp Gorz and
Nicolai Bissantz are at the Ruhr-University Bochum, Bochum, Germany.



